Distributed Ledger Technology (DLT) has emerged as one of the most disruptive technologies in the last decade. It promises to change the way people do their business, track their products, and manage their personal data. Though the concept of DLT was first implemented in 2009 as Bitcoin, it has gained significant attention only in the past few years. During this time, different DLT enthusiasts and commercial companies have proposed and developed several DLT platforms. These platforms are usually categorized as public vs private, general purpose vs application specific and so on. As a growing number of people are interested to build DLT applications, it is important to understand their underlying architecture and capabilities in order to determine which DLT platform should be leveraged for a specific DLT application. In addition, the platforms need to be evaluated and critically analyzed to assess their applicability, resiliency and sustainability in the long run. In this paper, we have surveyed several leading DLT platforms and evaluated their capabilities based on a number of quantitative and qualitative criteria. The comparative analysis presented in this paper will help the DLT developers and architects to choose the best platform as per their requirement(s).
I. INTRODUCTION
The emergence of Distributed Ledger Technology (DLT), with strong support for data integrity, authenticity and provenance, has opened up the door of opportunities in different domains. One form of distributed ledger design is blockchain which records agreements, contracts and sales in a continually updated list. Although initially developed to support crypto-currency, this peer-to-peer system has come into prominence and gained popularity across a wide range of industry applications, as for example, supply chain, healthcare, education, finance, transport and governance. The inherent properties of DLT such as resiliency, integrity, anonymity, decentralization and autonomous control have fostered the early adoption of this technology in almost every application The associate editor coordinating the review of this manuscript and approving it for publication was Laurence T. Yang. domain. Now, the experts and researchers all around the globe have been trying to explore the strengths and weaknesses of this game changing technology for the last couple of years.
With the increase in DLT application domains, the number of DLT platforms has also increased steadily. In addition to common DLT platforms, DLT developers and commercial companies have proposed and developed many application specific platforms that include capital markets, energy trading, digital supply chain, identity management, file sharing, and automated contracts. Some of them are in the early stages of development whereas others are currently in operation [1] . These platforms vary from each other in many ways such as their design, purpose, way of access, way of governance and so on. For example, anyone should be able to access Bitcoin [2] , make transactions and be a validator whereas only authorized users can join in a Multichain [3] platform. Similarly, the block creation time, transaction rates, block and transaction sizes play important roles in determining the performance of a DLT system which will vary for different DLT platforms. In a nutshell, it is important to understand the characteristics and capabilities of DLT platforms to select the most suitable platform for a particular application.
Towards this aim, we evaluate the feasibility of a number of DLT platforms. The selected platforms are: Bitcoin [4] , Ethereum [5] , Hyperledger Fabric [6] , Hyperledger Sawtooth [7] , Hyperledger Burrow [8] , EOS [9] , Multichain [3] , R3 Corda [10] , Cardano [11] , IOTA [12] , and Walton-Chain [13] . The rationale for selecting these platforms are: i) the selected platforms represent the most well-established DLT platforms within the domain of private and public distributed ledgers and ii) the selected platforms cover a wide variety of application domains ranging from simple IoT (Internet of Things) use-cases to complex financial ecosystems.
A. STRUCTURE OF THE PAPER
The paper is organized as follows: Section II presents a brief overview of related works. A short introduction on the Distributed Ledger Technology (DLT) by outlining its different properties and types is presented in Section III. Section IV provides a technical synopsis of the selected DLT platforms. The evaluation criteria are detailed in Section V whereas the evaluation outcomes and critical analysis are presented in Section VI. Finally, Section VII concludes the paper.
II. RELATED WORK
In the past few years, many research have been conducted on reviewing the DLT technology, DLT platforms and DLT research frameworks [14] , [15] . Here, we provide an overview of some of this recent research. A comparison of different DLT implementations has been presented in [16] that focuses on purpose, performance, governance mechanisms, consensus and security algorithms. Although the author summarizes some important aspects of several DLT platforms, there is no qualitative analysis presented in the report which is very crucial to understand the underlying capabilities of a DLT platform.
Chinmay et al. have presented a comparative analysis on Ethereum, Hyperledger and Corda platforms based on few basic evaluation criteria [17] . The paper also provides a comparison among five Hyperledger frameworks under the Hyperledger project. However, the major limitation of the paper is that it doesn't address most of the important performance metrics such as block size, block creation time, cost and energy consumption.
Another research on DLT platforms and their uses beyond bitcoin has been reported in [18] where the authors compared five different DLT platforms using several criteria related to usability, flexibility, performance and potential. All the platforms investigated in this paper are open source and therefore, only represent a particular domain of DLT systems.
Tien et al. have described an evaluation framework, Blockbench, for analyzing private DLTs [19] . Any private DLT can be plugged-in to Blockbench and benchmarked against different workloads generated through both real and synthetic smart contracts. In this paper, three major private DLTs have been evaluated through Blockbench to measure and compare their performance in terms of throughput, latency, scalability and fault-tolerance. However, this paper only helps to realize the performance gaps among private DLTs, not the public DLTs.
A systematic review on DLT platforms, especially focusing on healthcare or clinical informatics has been presented in [20] . The paper uses a systematic method to compare among DLT platforms and their technical features and also provides a reference for selection of suitable platform based on specific requirements for a healthcare application.
A recent research on DLT platforms is presented in [21] which evaluates a number of integrated platforms for IoT use-cases. The paper presents an evaluation framework that could be used to choose an appropriate DLT platform for IoT applications. However, the paper only evaluates the platforms that support integration of DLT to IoT and therefore, is not applicable to general use-cases.
III. DISTRIBUTED LEDGER TECHNOLOGY
Bitcoin [2] , introduced in 2009, has emerged as the world's first widely used digital currency and has been used in a wide range of applications. It is underpinned by a novel mechanism called Distributed Ledger Technology, also known as blockchain technology, providing its solid technical foundation. Even though the terms blockchain and DLT are used interchangeably in the literature, there is a subtle difference between them which is worth highlighting. A blockchain is just an example of a particular type of ledger where data can be stored in a specific format. There are other types of ledgers with different data formats. When a ledger (including a blockchain) is distributed across a network, it can be regarded as a Distributed Ledger or simply a ledger.
Over the last few years, DLT has received widespread attention among the industry, the Government and academia. It is regarded as one of the fundamental technologies to revolutionize the landscapes of several application domains. At the center of DLT is the ledger itself. A distributed ledger is a ledger consisting of consecutive blocks chained together following a strict set of rules. The ledger is distributed and stored by the nodes of a P2P (Peer-to-Peer) network where each block is created at a predefined interval in a decentralized fashion by means of a consensus algorithm. The consensus algorithm guarantees several data integrity related properties in the ledger as described below.
Evolving from the Bitcoin ledger, a new breed of ledger has emerged which facilitates the deployment and execution of computer programs, known as smart contracts, on top of the respective ledger. Such smart contracts enable the creation of so-called decentralized applications (DApps), which are autonomous programs operating without relying on any system entity. Being part of the ledger makes smart contracts and their executions immutable and irreversible, a sought-after property having a wide-range of applications in different domains.
A consensus algorithm is a fundamental component in any DLT system. By a consensus algorithm, a distributed ledger is synchronized across multiple nodes. There are many consensus algorithms introduced by the DLT platforms that are designed to meet specific goals. Bitcoin introduced the notion of the so-called Proof-of-Work (PoW) consensus [23] algorithm in which a block creator (miner), to create a block, must solve a cryptographic puzzle by producing a hash which satisfies certain properties. Solving such a cryptographic puzzle requires a lot of computation and thus consumes a lot of electricity. To solve this problem, another consensus method, called Proof-of-Stake (PoS) [24] has been put forward. The core idea of PoS evolves around the concept that the nodes willing to participate in the block creation process must prove that they own a certain number of coins at first and must lock a certain amount of its currencies, called stake, into an escrow account. The stake acts as a guarantee that it will behave as per the protocol rules. The node which escrows its stake in this manner is known as the stakeholder, forger or minter in PoS terminology. The minter can lose the stake in case it is found to misbehave. DPoS (or Delegated PoS) [25] is a variant of PoS in which a stakeholder delegates the stacking task to another entity.
A. DISTRIBUTED LEDGER PROPERTIES
A distributed ledger exhibits several properties that make it a suitable candidate for several application domains including digital evidence chain. The properties are discussed below.
• Distributed consensus on the ledger state: One of the crucial properties of any distributed ledger is its capability to achieve a distributed consensus on the state of the ledger without being reliant on any Trusted Third Party (TTP). This opens up the door of opportunities to build and utilize a system where every possible state and interaction are verifiable by any authorized entities.
• Immutability and irreversibility of ledger state: Achieving a distributed consensus with the participation of a large number of nodes ensures that the ledger state becomes practically immutable and irreversible after a certain period of time. This also applies to smart contracts which enable the deployment and execution of immutable computer programs.
• Data (transaction) persistence: Data in a distributed ledger is stored in a distributed fashion ensuring its persistency as long as there are participating nodes in the P2P network.
• Data provenance: The data storage process in any distributed ledger is facilitated by means of a mechanism called transaction. Every transaction needs to be digitally signed using public key cryptography (PKI) which ensures the authenticity of the source of data. Combining this with the immutability and irreversibility properties of a distributed ledger provides a strong non-repudiation instrument for any data in the ledger.
• Distributed data control: A distributed ledger ensures that data stored in the ledger or retrieved from the ledger can be carried out in a distributed manner that exhibits no single point of failure.
• Accountability and transparency: Since the state of the ledger, along with every single interaction among participating entities, can be verified by any authorized entity, it promotes accountability and transparency.
B. DISTRIBUTED LEDGER TYPES
Depending on the application domains, different ledger deployment strategies can be pursued. Based on these strategies, there are two predominate ledger types, Public and Private, as discussed below.
• Public ledger, also known as the non-permissioned ledger, allows anyone to create and validate blocks as well as to modify the ledger state by storing and updating data by means of transactions among participating entities. This means that the ledger state and its transactions along with the stored information is transparent and accessible to everyone. This raises privacy concerns for particular scenarios where the privacy of such data needs to be preserved.
• Private ledger, also known as the permissioned ledger, can be restricted unlike its public counterpart in the sense that only authorized and trusted entities can participate in the activities within the ledger. By allowing only authorized entities, a private ledger can ensure the privacy of ledger data, which might be desirable in some use-cases.
IV. DLT PLATFORMS
This section provides a brief description of selected DLT platforms highlighting their key features and functionalities.
A. BITCOIN
Bitcoin [4] is the seminal DLT system that introduced the first widely successful digital currency, colloquially known as crypto-currency. It is based on a public distributed ledger allowing anyone in the world to join the Bitcoin P2P network, participate in the process of updating the ledger state and to interact with other entities in the network. Being predominantly a payment system, Bitcoin enables anyone to transfer digital currencies from one entity to another entity via transactions. This showcases a crucial feature: how the right of a digital asset can be transferred successfully between entities in a network? Inspired by the technical innovation of Bitcoin, as well as its large-scale worldwide adoption, numerous crypto-currencies have been developed. Many of these crypto-currencies aim to address specific security and/or privacy bottlenecks of Bitcoin targeting specific business usecases. Even so, Bitcoin remains the market leader in this domain.
In the heart of Bitcoin is a novel consensus algorithm, Proof-of-Work (PoW), also known as Nakamoto consensus. The algorithm is designed to solve a computationally intensive crypto puzzle, that is required to generate a cryptographic hash with specific properties. It ensures that each block created periodically is valid and there is a distributed consensus among the participating entities on the order of the blocks within the ledger. This enables precision accuracy of the data stored in the ledger. The data on the ledger is mostly a series of transactions outlining how each Bitcoin currency, with its tiniest denomination, is circulated among entities. The immutability and irreversibility of the ledger states, thanks to its distributed consensus, guarantees that the ledger with its data remains accurate even though it is distributed among trustless entities, without relying on a trusted third party certifying its correctness.
B. ETHEREUM
Ethereum is the seminal smart contract empowered DLT system [5] featuring a virtual machine, called Ethereum virtual machine (EVM) whose state, along with the additional ledger data, is stored in the ledger. Like Bitcoin, it provides similar functionalities for a cryptocurrency payment network. In addition, the EVM in Ethereum allows smart contracts to be deployed and executed on a public ledger, thereby enabling the creation of immutable computer logic. A smart contract in Ethereum is deployed by means of a transaction by spending a certain amount Ethereum crypto-currency called Ether. Furthermore, the invocation and execution of smart contracts is bound by a pay-per-use model requiring to spend a certain amount of Ether to store, process and update data in the ledger via transactions.
Once deployed in the ledger, a simple model of the execution of a smart contract is as follows. A smart contract is invoked with some input data via a transaction. The EVM executes the smart contract using the input data and generates an output. This execution changes the state of the EVM, which is stored in the ledger along with the output data. A PoW consensus algorithm guarantees the updated state is accurately recorded in every node in the network. The public ledger ensures that the transfer of currencies and the EVM's change of state via transactions are completely transparent and verifiable by any participant.
C. MULTICHAIN
Multichain is an open source platform that enables us to create and deploy private distributed ledger applications either within or between organizations. Originating from Bitcoin blockchain, Multichain allows the end users to configure the maximum block size, target time for blocks, active permission type, mining diversity, mining reward, chain's protocol, permitted transaction type and metadata [21] . It also provides a simple, easy-to-interact application interface (API) and command line interface (CLI) to maintain and deploy DLT systems. In addition to functional and operational benefits offered by the Multichain platform, it covers a wide variety of use-cases such as connected health, KYC (Know Your Customer), insurance security, and food supply chain [22] .
Although derived from the Bitcoin core software, Multichain solves the problems related to mining, privacy and openness via integrated management of user permissions. The DLT platform implements a hand-shaking process through which distributed ledger nodes connect to each other. In this process, every node has to present its identity as a public address on the permitted list and also has to verify that the other's address is on its own permitted list. For this purpose, each node sends a challenge message to the other node and the corresponding node sends back a signature of that message as a proof. The peer-to-peer connection is aborted if any of the nodes disagree with the results. Unlike Bitcoin, Multichain uses a distributed consensus among identified validators to restrict mining to a set of identifiable entities. To ensure a fair mining policy, the platform uses a randomized roundrobin system for block-adders and implies a constraint on the number of blocks that a miner can create within a given window. Although, the transaction fee and block rewards are set to zero by default in multichain blockchain, one can configure the parameters as necessary. During the last year, multichain released a new version (Multichain 2.0 Beta) with smart contract support that allows custom rules to be defined regarding the validity of transactions or stream items.
D. EOS
EOS is the first and the most widely known DPoS (Delegated Proof-of-Stake) smart contract platform as of now [9] . In fact, DPoS mechanism was first invented by Daniel Larimer, the Chief Technology Officer of EOS. With the promise of greater scalability and higher throughput than any existing DLT platform, it raised 4 billion USD in the highest ever ICO event to date [23] . Even though, the initial EOS currency was created on the Ethereum platform, they later migrated to their own blockchain network. The DPoS consensus algorithm of EOS utilizes 21 validators, also known as Block Producers (BPs). These 21 validators are selected from a pool of BP candidates with votes by EOS token (currency) holders. The number of times a particular BP is selected to produce a block is proportional to the total votes received from the token holders.
Blocks in EOS are produced in rounds where each round consists of 21 blocks. At the beginning of each round, 21 BPs are selected and then each of them gets a chance in a pseudorandom fashion to create a block within that particular round. Once a BP produces a block, other BPs must validate the block and reach into a consensus. A block is confirmed only when more than two-thirds majority (denoted with +2/3) of the BPs reach the consensus regarding the validity of the block. Once this happens, the block and its associated transactions are regarded as confirmed or final so that no fork can happen.
The EOS cryptocurrency is used to select the 21 BPs with voting as well as to reward the BPs for creating blocks and thus, securing the network. EOS had an initial supply of 1 Billion EOS tokens with an annual inflation of 5%. Among the inflated currencies, 1% is used to reward the block producers whereas the other 4% are kept for future research and development for EOS. Currently, an EOS block is created in every 0.5s.
E. CARDANO
Cardano is regarded as a next-generation DLT system supporting smart contracts and decentralized applications without relying on any PoW consensus algorithm [11] . Instead, it utilizes Ouroboros, a provably secure PoS algorithm [24] . In Ouroboros, only a stakeholder can participate in the block minting process. A stakeholder is any node which holds the underlying cryptocurrency of the Cardano platform called Ada. Ouroboros relies on epoch, a predefined time period consisting of several slots. A stakeholder is elected for each slot to create a single block. The selected stakeholder is called a slot leader and is elected by a set of electors. An elector is a specific type of stakeholders which has a certain amount of Ada in its disposal. In each epoch, the electors select the set of stakeholders for the next epoch using an algorithm called Follow the Satoshi (FTS). The FTS algorithm uses a random seed to introduce a certain amount of randomness in the election process.
A share of the random seed is individually generated by all electors who participate in a multiparty computation protocol. Once the protocol is executed, all electors possess all the required shares which are then used to construct the random seed. The FTS algorithm utilizes the random seed to select a coin for a particular slot. The owner of the coin is then elected as the slot leader. Intuitively, the more coins a stakeholder possesses, the higher is its probability to be selected as the slot leader. Ouroboros is expected to provide a transaction feebased reward to incentivize stakeholders to participate in the minting process. However, it is to be noted that unlike other DLT platforms discussed here, Cardano and its Ouroboros algorithm is still in developing phase. Therefore, how it will perform once deployed is yet to be seen.
F. HYPERLEDGER FABRIC
Hyperledger Fabric is the first major private DLT system originated from the Hyperledger ecosystem [25] . It has been designed with strong privacy in mind to ensure that different governmental agencies and business organizations can take advantage of a DLT system in different use-cases. A crucial capability of Fabric is that it can maintain multiple ledgers within its ecosystem. This is a useful feature, which separates Fabric from other DLT systems consisting of only one ledger in each of their domains. A key strength of Fabric is its modular design and pluggable features. For example, Fabric is not dependent on a particular format of ledger data, and thus, is useful for a number of use-cases. In addition, the consensus mechanism is fully pluggable, therefore different types of consensus algorithms can be used in different situations. Currently, Fabric supports SOLO and Kafka [26] and a SBFT (Simplified Byzantine Fault Tolerance) algorithm [27] is to be released soon. In addition to smart contract support, Fabric employs two layered architecture for enforcing privacy in the ledger.
• The first layer is the identity layer. Fabric utilizes a specific provider known as the Membership Service Provider (MSP), which is responsible for managing the identities of all participants in the ledger. Using this identity layer, it is possible to create security policies that dictate which entities can perform what actions within a specific ledger.
• The second layer is the channel layer. Fabric allows a channel to be created among a particular set of entities to segregate their interactions from other entities. Unlike any other DLT system, a ledger in Fabric is attached to a particular channel. This enables a ledger to separate its transactions and maintain its state without any interference or involvement of other entities. This channelbased mechanism allows Fabric to maintain multiple ledgers simultaneously as well as to exercise suitable privacy controls over each ledger.
• A smart contract in Fabric is known as a chaincode. It is a computer program deployed on the ledger allowing it to interact with the ledger data. Currently, such chaincode can be written in Go and Java with other programming languages to be supported in future. Fabric utilizes a special entity called Orderer, which is responsible for creating a new block and extending the ledger by adding the block in the appropriate order. There are other entities known as endorsers. Each endorser is responsible for validating and endorsing a transaction where it checks if an entity is allowed to perform a certain action in a ledger encoded within the transaction. Figure 1 shows the generalized consensus mechanisms in all hyperledger platforms. A simple flow in Fabric is as follows.
• All required entities are registered in the MSP. • A channel with a ledger is initiated. In addition, a policy is created containing the endorsement criteria as well as other security and privacy criteria.
• A chaincode is deployed in the ledger.
• When an entity wishes to invoke certain functions in the chaincode to read data from the ledger or to write data into the ledger, it submits a transaction proposal to all the required endorsers as dictated in the policy.
• Each endorser validates the proposal, executes the chaincode and returns a proposal response consisting of other ledger data.
• The proposal and its response along with the ledger data are encoded within a transaction and sent to the Orderer.
• The Orderer creates a block using the transaction and returns the block to the endorsers.
• Each endorser validates the block and if validated, extends the ledger by attaching the new block. This essentially updates the state of the ledger.
G. HYPERLEDGER SAWTOOTH
Hyperledger Sawtooth, initially developed by Intel, is a software framework for creating distributed ledgers suitable for a variety of use cases [6] . Sawtooth utilizes a novel consensus algorithm called Proof-of-Elapsed-Time (PoET) which depends on Intel SGX (Software Guard Extension). Intel SGX is a new type of Trusted Execution Environment (TEE) integrated in the new generation of Intel processors. SGX enables the execution of code within a secure enclave inside the processor whose validity can be verified using a remote attestation process supported by the SGX.
To support the execution of business logic (contract) on top of the ledger, Sawtooth implements a different approach compared to Ethereum or Hyperledger Fabric. Sawtooth has introduced a novel concept called Transaction Family that encapsulates the business logic. A transaction family consists of a data model encoding the state of the ledger and a transaction language which is used to change the state of the ledger. The key advantage of Sawtooth is that it is agnostic about the transaction family. This means that different types of transaction families can be accommodated, including:
• a transaction family consisting of a single type of transaction that is used to update the ledger state, similar to Bitcoin.
• a more complex transaction family consisting of Virtual Machine with specialized opcode supporting the creation of smart contract similar to Ethereum.
• In the current iteration of Sawtooth, three different types of Transaction Families have been included: -EndPointRegistry -A transaction family for registering ledger services. -IntegerKey -A transaction family used for testing deployed ledgers. -MarketPlace -A more expressive transaction family for buying, selling and trading digital assets.
However, other transaction families, suitable for specific business use-cases, can be created by extending the supplied transaction families. On top of the concept of transaction families, the PoET model is used to achieve distributed consensus among the participants. PoET, similar to the Nakamoto consensus algorithm in Bitcoin, relies on the concept of electing a leader in each round to propose a block to be added in the ledger. The difference is that other Nakamoto algorithms select a leader by a lottery mechanism, which utilizes computing power to generate a proof. However, PoET solely relies on the Intel SGX capability to elect a leader. During each round, every validator node in the network, requests for a wait time from a trusted function in the SGX enclave. The validator that is assigned the shortest waiting time is elected as the leader for that round. The winning validator then can propose a block, consisting of a series of transactions from the defined transaction family. Other validators can utilize a trusted function supported by SGX to assess whether a trusted function has assigned the shortest time to the winning validator and the winning validator has waited the specified amount of time. Furthermore, other validators verify the validity of the block before it is included in the ledger. The inclusion of the PoET as a consensus algorithm enables Sawtooth to achieve massive scalability as it does not need to solve a hard, computationally intensive cryptographic puzzle. In addition, it allows Sawtooth to be used not only for a permissioned ledger, but also for a public ledger.
Interestingly, there has been a project proposal on 'how Hyperledger Burrow (discussed in the next subsection) can be integrated as a transaction family into the Sawtooth domain to bring the advantages and flexibilities of Ethereum in Sawtooth platform' [7] .
H. HYPERLEDGER BURROW
The latest entry to the Hyperledger umbrella is Hyperledger Burrow. This is a private (permissioned) deployment of the Ethereum platform [5] . It has been created and then deposited to the Hyperledger code-base by Monax Industries Limited. The core component in Burrow is a permissioned version of the EVM (Ethereum Virtual Machine) to ensure that only authorized entities can execute code. Two additional components have been added to Burrow: Tendermint consensus engine and the RPC gateway. The Tendermint consensus falls under the category of a Byzantine Fault Tolerance (BFT) algorithm which can be used to achieve consensus even under the Byzantine behavior of a certain number of nodes, e.g. nodes acting maliciously. The key feature of the Tendermint algorithm is that it does not require nodes to solve, unlike the PoW consensus algorithm of public Ethereum, any computationally intensive crypto puzzle to achieve distributed consensus. Burrow depends on a number of validators which are known (authorized) entities and are responsible for validating each block utilizing the Tendermint consensus algorithm. This algorithm allows consensus to be achieved in Burrow with 1/3 nodes exhibiting Byzantine behaviors, either acting maliciously or having been down due to network or system failure. Since Burrow utilizes the EVM, a wide-range of smart contracts and DApps could be deployed in this platform. Using the Tendermint algorithm with a set of known validators allows Burrow to scale at a much faster rate than Ethereum, while preserving the privacy of transactions by allowing only known entities to participate in the network. However, the current development state of Burrow is quite rudimentary. The lack of proper documentation makes it hard to investigate whether it is suitable for developing any proofof-concept.
I. IOTA
IOTA is a distributed ledger designed for the Internet of Things. It provides secure communications and payments between IoT devices [12] . Unlike using a hashcash-like proof-of-work, it uses Tangle, a consensus-building data structure made of a Directed Acyclic Graph (DAG). Its transactions are fast, free of cost and scalable. IOTA uses Tangle to solve the double spending problem alongside solving both the scalability and transaction fee issues faced by most distributed ledgers, including Bitcoin. By requiring the sender in a transaction to perform approval of two transactions, IOTA turns its users into miners; hence, the act of making a transaction and verifying transactions are coupled on this platform. There are no dedicated miners; instead, those making transactions are the actors affecting the system.
Tangle is a consensus-building system that, instead of employing a blockchain, uses an orderly approach of verifying transactions to reach the consensus. Each network member in IOTA that submits a new transaction needs to verify two other transactions on the network before having its transaction verified. This approach ensures reaching the consensus out of a web of verifications.
Tangle makes IOTA network even more distributed than a distributed ledger network. With a blockchain, the network is distributed among the miners on the blockchain while with Tangle the network is distributed among every participating node. Scalability, fast transactions and the ability to validate an unlimited number of transactions simultaneously make IOTA suitable for the use-cases working with IoT devices. IOTA has the plan to introduce Qubic and this platform's smart contract will be capable of providing general-purpose, cloud or fog-based permissionless multiprocessing on the Tangle.
J. CORDA
Corda is a distributed ledger technology that aims to provide support for finance use-cases [10] . It is a permissioned network that constitutes the condition that all participants must have verifiable identities using public-key infrastructure. One of the primary differences between Corda and other mainstream platforms such as Bitcoin and Ethereum is the use of a blockchain. Corda is a distributed ledger but does not use a blockchain to record transactions.
Corda views the approach of broadcasting each transaction to the network an unnecessary dilution of privacy. It is instead designed to make those entities aware of transactions which are directly involved. For example, if a bank creates a transaction mentioning that it owes a customer a certain amount of dollars, only the bank, the customer, and relevant regulatory organizations will be able to know about the existence of the transaction.
Anonymous networks use proof-of-work to prevent attacks on the network. However, permissioned networks like Corda can skip proof-of-work because of the permission process that ties in-network identities to real-world identities. Corda advances a step further asserting that transactions are no longer necessary to be batched together into blocks; therefore, block-styled architecture is not used in this distributed ledger. Corda transactions operate using consumable states. For example, a state might be ''Entity X is the rightful owner of Asset A''. Entity X can spend this state to perform a transaction by creating a new state ''Entity Y is the rightful owner of Asset A''. Once the input state is spent, it no longer remains valid. In the above example, after the transaction, Entity X no longer owns Asset A. Consumable states are analogous to the latest entry of a blockchain ledger that can be used to validate a new transaction.
The consensus in Corda is reached at transaction level by involving relevant parties only and subject to transaction validity and transaction uniqueness. Validity is secured by checking for all required signatures and by assuring that any transactions that are referred to are also valid. Uniqueness concerns the input states of a transaction, particularly, it has to be ensured that the transaction in question is the unique consumer of all its input states.
One of the powerful features that make Corda different than some renowned financial networks such as Ripple and Stellar is its smart contract facilities. Corda acts as a financial 
K. WALTONCHAIN

Waltonchain is a new DLT platform for the IoT industry [13].
The platform is named thus in order to commemorate and recognize the contribution of Charles Walton, the inventor of RFID (Radio Frequency Identification) technology and to advance his vision for the ubiquitous deployment of the RFID technology in the form of IoT. With this motivation, Waltonchain would like to disrupt the current IoT industries by integrating the transparency, accountability and provenance properties of a distributed ledger with RFID-enabled IoT hardware. Indeed, the core platform consists of RFID hardware (both RFID tags and reader), the Waltonchain public DLT platform and the software platform that interfaces the hardware with the distributed ledger. Hence, it can be considered as a novel fusion of hardware and software providing an ecosystem for multi-organization network integration in the form of supporting multiple different distributed ledgers, data sharing and value transfer between them.
The ultimate goal is to create a novel service delivery model called Value IoT (VIoT) which will be suitable for a wide range of IoT applications such as supply chain tracking, product authentication, identification, food and drug traceability and so on. The Waltonchain platform has a layered architecture consisting of six layers with different layers having different functionalities including hardware, network and application development management. The Waltonchain platform introduces a hybrid consensus algorithm called WPoC (Waltonchain Proof of Contribution). WPoC is a combination of three different consensus algorithms: Proof of Work (PoW), Proof of Stake (PoS) and Proof of Labor (PoL). Waltonchain presumably (as not explicitly specified in their whitepaper) will consist of two types of network: public and private. A public network controls the parent public distributed ledger whereas there could be different public/private child chains for maintaining different child chains, each for a specific industry or use-case.
V. EVALUATION CRITERIA
This section presents a brief description of different DLT evaluation criteria. The selected criteria have been classified in two major categories: Quantitative and Qualitative (Figure 2) . Each category and the relevant criteria are presented below.
A. QUANTITATIVE
Within the scope of this paper, we classify those criteria as quantitative that either exhibits a quantifiable property, or which can be assessed objectively. Each criterion belonging to this category is discussed below.
• Type indicates the type of ledger the particular system utilizes: public or private.
• Scalability is used to indicate how much data a system can process within a certain period of time. A highly scalable system has better chance to be adopted in different scenarios. It is predominantly determined by the combination of the following two parameters: -Block size indicates the maximum allowed size of a block in a DLT system. A higher block size indicates a higher data processing capability for a particular DLT system. -Block creation time specifies the average block creation time for a particular system. It is, in turn, dependent on the consensus algorithm utilized by the system.
• Cost outlines the associated cost incurred, if any, for any transaction to process or store data in the ledger.
A system in which it is rather expensive to process and/store any data might face the risk of being omitted in favor of others. Cost is often referred as ''transaction fee'' in blockchain domain. • Energy consumption denotes if the consensus algorithm utilized by a system consumes any electrical energy during the mining/block creation process.
• Consensus algorithm that is used to achieve distributed consensus in a DLT system. This directly impacts the block creation time and the energy consumption of any DLT system.
• Privacy analyses the privacy mechanism for any DLT system. A system having built-in privacy preserving feature has higher probability for wide-scale adoption.
• Identity and Auditability can be used to analyses how each entity is identified and the consequence of such identification with respect to auditability.
• Suitability indicates if a system is suitable for different data types, sizes and/or volumes. If a system supports multitude of different data types, sizes and volumes, it has better chance for any large-scale adoption.
• Robustness & Resilience analyzes if a system is resilient and robust against different types of attacks and unprecedented errors.
B. QUALITATIVE
In the absence of a concrete measurable property/objective argument, the criteria that tend to align towards the boundary of subjective argument are classified within this category. Each criterion belonging to this property is described below.
• Trust level/public confidence analyzes the level of trust or public confidence of a system in terms of its adoption in different domains.
• Governance explores the governance mechanism of a DLT system. A democratic and open governance mechanism can, in a way, instill public confidence in a system which ultimately can boost the level of trust for that system.
• Upgradability is a desirable feature, either to add useful novel features or to rectify unforeseen errors in a system. Therefore, every system should support practical upgradability features with backward compatibility to ensure seamless integration.
• Sustainability explores if the ecosystem of maintaining a system is sustainable over a long period of time, which is needed for a continuous wide-scale adoption.
VI. EVALUATION AND DISCUSSION
This section presents our evaluation of the selected DLT platforms against the chosen evaluation criteria. In addition, we also synthesize the evaluations of the chosen DLT systems. The evaluation of the selected systems using the quantitative and qualitative criteria are presented in Table 1 , 2, 3 and 4 respectively. For carrying out the evaluations, we have investigated the respective documentation for each platform, blogs and several other online sources. For each criterion within the quantitative group, either a corresponding value has been provided (if exists) or an explanation is provided to clarify the criterion. For the qualitative evaluation, we have added explanatory/evaluative remarks.
Public DLT systems such as Bitcoin and Ethereum are fueled by a powerful consensus algorithm along with a robust P2P network and are widely adopted. These features contribute to their formidable security, where data stored in the ledger becomes practically immutable after a certain period of time. Ethereum adds a computing layer on top of the ledger enabling the support for deploying immutable computer programs via smart contracts. These are both open source platforms and the governance mechanisms are mostly democratic where general users and miners have final say regarding how the DLT systems may evolve. Both systems support the notion of accountability and transparency. Due to all these positive attributes, there is a strong level of trust and public confidence on both systems and they have been extensively utilized to disrupt the traditional approaches in several application domains.
A few examples of such applications are DNS-like decentralized naming system (Namecoin [28] ), decentralized However, Bitcoin, Ethereum, and many other public DLT systems, suffer from serious shortcomings in several aspects including scalability, energy consumption, privacy, identity and cost. They are not even close to the current traditional approaches in handling a large amount of financial transactions. Their consensus algorithms are energy intensive and lead many to doubt their sustainability over time. Furthermore, data stored in these ledgers are visible to any participant and therefore not suitable to handle sensitive data. All entities are identified via cryptographic pseudonyms that makes it hard to audit and are open to Sybil attacks [35] . Data that can be stored in Bitcoin is quite limited, whereas Ethereum is much more flexible in this regard where different types of data can be stored via any smart contract. Storing data incurs expense and is therefore infeasible to store a large amount of data in both ledgers.
On the other hand, the other public DLT systems presented in this paper (EOS, Cardano, IOTA and Waltonchain) aim to tackle some of the major limitations of Bitcoin and Ethereum, most notably the issue of scalability and energy consumption. These DLT platforms have a higher transaction rate and consume almost negligible energy. This has been possible because of their utilization of different model of consensus algorithms such as DPoS, Ouroboros (PoS), Tangle and WPoC (Waltonchain Proof of Contribution) respectively. Also, all these platforms have support for smart contracts to facilitate different types of applications. However, IOTA and Waltonchain have been specifically designed for the IoT domains.
An interesting aspect in the selected public DLT systems is their corresponding governance mechanism. All of them are open source and with a little bit of difference how improvements are carried out. Bitcoin, Ethereum, and Cardano allow anyone to submit improvement proposals which are then approved by different mechanisms. However, it is not clear how this is carried out in IOTA and Waltonchain.
These public DLT systems are upgraded based on a mechanism called fork which can be of two types: hard fork and soft fork. A soft fork creates backward-compatible version of a distributed ledger whereas a hard fork is not backward compatible. Any major feature in a distributed ledger is upgraded via a hard fork whereas minor changes are carried out via a soft fork.
Smart contracts in Ethereum lack any upgradability feature, thereby making it difficult to update any smart contract in case a new feature needs to be added or a bug needs to be corrected. Since a smart contract can potentially hold a large amount of Ether (e.g. when they are used for crowd-funding via ICOs), any bug in the smart contract code can be exploited, risking the theft of crypto-currencies. We have experienced two major cases involving DAO which accounted for 60 million of Ether [38] and Parity multi-sig wallet which accounted for around 6.1 million [39] . In the case of DAO, the Ethereum had to be hard-forked to invalidate the stolen crypto-currencies, yet the stolen Ether in the Parity attack remained unrecoverable without a hardfork. Both attacks were made possible due to a bug in the corresponding smart contracts, meaning that the Ethereum protocol remained secure. For this reason, the confidence in Ethereum remains high and the price of Ether and market capitalization of Ethereum has also increased. Interestingly, EOS has a built-in smart contract update capability without creating any fork of the ledger. Public blockchain is often criticized for lack of governance when it comes to cyber crime [36] , [37] , money laundering [38] and drug trading [39] .
Private DLT systems such as Fabric, Sawtooth, Burrow, Multichain and Corda have been created to resolve the issues of public DLT systems. They do not rely on an energyintensive consensus algorithm. They can process transactions much faster than any public DLT system. The identity of each entity within the network is verified, thereby enabling auditability and accountability. This also acts as a mechanism for protection against Sybil attacks.
Private DLT systems afford federated access to data in the ledger, ensuring privacy by only allowing authorized entities to access any private and sensitive data in the system. There is no appropriate context-aware access control mechanism in these systems to control who can access what data. The classical context-aware access control systems [40] can be used to improve data sharing, considering different requirements, such as context-specific authorization for data access [41] , context-specific data sharing, relationshipspecific data access [42] , situation-specific data sharing [43] , and data access and sharing according to the imprecise contextual conditions [44] . In today's IoT-driven environments, we can integrate both access control and blockchain technologies to implement more advanced context-aware access control systems working towards future implementations of blockchain-based access control for maintaining data sharing between different parties. In addition, there is no notion of cost in these systems, enabling any type and amount of data to be stored following their corresponding algorithms. Both fabric and Sawtooth support the upgradability of smart contracts, which can be vital when new logic needs to be incorporated or a bug needs to be fixed. All these properties make the private DLT systems suitable for scenarios that need to deal with highly sensitive data, such as digital evidence with high assurance and without undesirable restrictions.
However, one important aspect to note is that private DLT systems cannot provide the same amount of security regarding the immutability of data and code in comparison to public DLT systems. This is because compromising the integrity guarantee in any DLT systems would require corrupting or colluding with the majority of validating nodes (the so called 51% attack). It would be much more difficult, if not impossible, to control these many validating nodes in a public DLT system, consisting of thousands of miners/stakeholders compared to a private DLT system where there might only be a handful of validators. Even with this restriction, a satisfactory level of security can be achieved, as the participating nodes are trusted. Furthermore, the adoption level of private DLT systems is much less than public systems. This will arguably change as private systems are evolved and adopted by different organizations for use-cases in different domains.
Among five selected private DLT systems, our evaluations have found that Hyperledger Burrow lacks thorough documentation and is currently in the process of being migrated to the Hyperledger project. Because of this, we do not consider it to be a suitable candidate for this proof of concept. In between Fabric and Sawtooth, Fabric is more favorable as its strong privacy support using the notion of channels, as well as its flexible support for writing complex smart contracts using popular programming languages such as Java and Go. On the other hand, Sawtooth may provide a higher guarantee of security than Fabric because of its use of the SGX component. However, this is also a restriction of Sawtooth as it might be difficult to adopt in legacy systems which do not support Intel SGX technology. Multichain has potential to be a main competitor in this space, however, the development process of this private blockchain is relatively slow compared to other candidates. The summary of quantitative and qualitative assessment of different DLT platforms are presented in the above tables (1 -4) .
VII. CONCLUSION
Although the DLT is considered potentially disruptive in many ways, there is a lack of basic understanding how to use this emerging technology effectively in different domains.
It is evident that many startup companies have failed to select the right development platform for their blockchain applications which resulted in severe difficulties while developing the system. This paper aims to provide a comprehensive comparative analysis of different blockchain platforms that would help to realize the properties of both private and public DLT platforms. In addition, the quantitative and qualitative evaluation of these platforms will provide a reference for selection of a best-fit DLT platform for a given application.
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